MELIATPAMOTHICTb TA BE3MEKA BALLOI AUTUHU
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KoHdnikTn Mixx Monogmmu nogsMm €
HOPManbHOK YaCTUHO JOPOCHILLAHHS,

a KibepOyniHr - Hi.

LLlo Take kibepbyninr?

Ki6ep6byniHr, abo 6yniHr B IHTepHeTi — ue ymucHe ubkysaH-
HS nrogMHo0 abo rpynoto nogern neBHoi ocobu B IHTEPHET-NPOCTOPI,
SIK NpPaBuWIo, NPOTSArOM TPMBAroro Yacy.

MeTa kibepOyniHry Moxe BiApi3HATUCA B 3aNEXHOCTI Big 1Oro hopmu,
ofHak B B6yab-9koMy BMNagKy BOHa NOB’si3aHa i3 3aBOaHHAM LLKOAM
iHLWiN NIoauHI — y nepLly Yepry, NCUXOMOrivYHOI, OAHaK LUKOAa MOXe
OyTn n maTtepianbHO abo di3anYHOI0, SKLLO HACKIBCTBO 3 OHJaNH-Ce-
pefosuLLa rnepenae y pearnsHy MriowuHy.

KibepOyniHr Mmoxe nposaBnATUCA B pPisHUX hopmax:

Hanapgku, nocTiiHi BUCHaXXNUBI aTaKu (Hanpuknag, COTHI
NoBigOMINEHb, NOCTINHI 06pasnmnBi KOMEHTapi Ha CTOPIHL).

CaMo3BaHCcTBO (cuTyadii, konu ogHa nognHa Bugae cebe 3a iHuy,
BMKOPUCTOBYOYM Naposb AOCTYNy A0 i akayHTy B couianbHUX Mepe-
Xax, 6rosi, nowTi, MeceHaxepax TOLO, a NOTIM 34iNCHIOE HEraTUBHY
KOMYHiKaL,ito).

HacunbctBo 3apanu po3sparu (xeni-crnenidr), Hanpuknag, Konu
XTOCb 3HIMa€e Ha KaMmepy HacunbCTBO, WO BiAOyBaeTbCs B peani, Ans
noganbLLIOro PO3MNOBCIOAKEHHS B IHTEpPHET-MEpeXi.



(mowmpeHHa ocobuctoi iHdopmalii, Hanpuknag, iHTUMHUX ¢oTo-
rpadpin, ¢iHAHCOBOro CTaHy, MACnNOPTHMX AaHUX TOWO 3 METOoH
obpasnTu abo WwaHTaxysaTtm).

(po3noBclogXeHHs1 NpMHM3NMBOI / 06pas3nnBoi HenpaBay-
BOI iHcpopMmaii npo noguHy. Lle MoxyTb ByTy TEKCTOBI NOBIAOMMEH-
HS, OTO, MEMU TOLLIO).




YacTiwe 3a Bce 6aTbkn He 340ragytoTbCs Npo KibepOyniHr, amke BiH
MOXe BiabyBaTUCA NPUXOBAHO.

O BOHa cTana meHLie CI'IiJ'IKyBaTVICFl 3 Apy3dMun 1a pOANHOILO,

O WBMOKO NEpPEBIpPSIE NOBIAOMMEHHS!, LUBMAOKO MNEPEMUKAE eKpaH
abo 30BCIM MOro BMMMKAaE, cTana MeHLWe 4acy npoBOAUTM B
IHTepHeTi;

O yHUKae BiABiQyBaHHS LWKOMM Ta BiAMOBNSAETLCA Bif 3aHATb yNH06-
NEHOK0 CNPaBO YK IHLWNX BUAIB AiSANIbHOCTI;

O 3HM3KMnacs camooLiiHka abo BMEBHEHICTb;

O 3’aBMnocs Big4yTTa TPUBOMMU, CMYTKY, 3GEHTEXEHHs, THiBy, Ans
SKMX, 30aBanocsi 0, Hemae niacTas;

O BigbyBaeTbCs YacTa 3MiHa HaCTpOK, NOBEAIHKM, 3anOAigHHS coOi
LIKOOW Ta AYMKK Npo Le.

MoBHicTio 3anobirtn KibepOyniHry NpakTUY4HO HEMOXMMBO, arne BWU
MOXXeTe 3MEHLUUTN NMOBIPHICTb TOrO, O Lie TPannTbCH 3 BaLUOKW Au-
TMHOIO Ta BXWUTW MEBHMX 3axogiB, Wob AonomorTu i nodyeatmca B
Oe3neu,i.



flk 1 MOXy 3axmucTUTH
CBOIO [UTUHY,
IKLLLO BOHa NocTpa)kpana
Bif KibepbyniHry?

MoroBopitb 3 AUTUHOIO Ta CKaXiTb, WO Le - He Ti BUHa.
Asuie kibepbyniHry roBoputb binbLue NpPo KPUBAOHWKIB, HiXX NpO no-
cTpaxganux. lNoxsaniTe AUTUHY 3a Te, WO BOHA BYMHUIIA NPaBUIIBHO,
CKasaBLUW BaM MpPO L0 CUTYyaLito, Ta 3aneBHiTb, L0 Ppa3oM BM 3MOXe-
Te 3 UMM BropaTucs.

He YCKnap,HloﬁTe. He obmexynte poctyn Ao IHTepHeTy Ta He
3abupante ragkeTu y QUTUHU — Lie MOXKe MOripLnTM CuTyaLito Ta Bu-
KnukaTtu wwe Ginblue 3aHEeNOKOEHHS.

3aoxouyiTe CBOIO AMTMHY He pearyBaTu Ha 3anfKy-

BaHHSA. lHogi peakuis y Bignosigb — Le came Te, Yoro Yekae Kpusa-
HUK/-Us1, TOMY O Le dae nomy/in Bnagy Ta nepesary Hag nocTpax-
AanuM. IrHopyBaHHSA B Ui cuTyauii TakoX Moxe OyTW PilLeHHSIM.
PoskaxiTb, WO ANTUHA MOXE NPUNUHUTI CMINKYBaHHS, SIKLLO NoYyBa-
€TbCHA HEKOMPOPTHO.

Po3kaxiTe npo BaxnueicTh 3axncty ocobucroi iHdop-

MalLlil Ta nepesipTe HanalWTyBaHHA NPMBATHOCTI y COLLiAMbHNX Me-
pexax. CTopiHKa ANTUHM y couianbHMX Mepexax Mae ByTu 3akpuToto,
MiCTUTK MiHIMyM ocoBucToi iHdbopmaLii Ta 6yTu BIOKpUTOO nuwe ans
TUX, KOr0 AMTUHA 3HaE Y pearnbHOMY XUTTi. lMoroBopiTe Npo ue 3 au-
TMHOO Ta 3aoxouyymTe ii 30epiratm iHdopmaLito Npo cebe Ta He finu-
TUCS HEe B Mepexi.

36epe)Kin [OKa3M. 3HIMKM ekpaHa 3 3arposfnMBMMK MOBILO-
MIEHHAMMK, 306pakeHHAMM Ta TEKCTaMM MOXYTb OyTU BUKOPUCTaHI
SK AOKa3, 0cOBNMBO KON cUTyauis He NPUNUHAETBCS.
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3a6n0KyﬁTe Ki6ep6ynepa. BinbLwicTe nporpam Ta couianbHuX

Mepex O003BONATbL 3abrnokyBaTy NOBIAOMIEHHS, KOMeHTapi, oTo-
rpadii 3 BiAMITKOI YM TEKCTU Big KOHKPETHUX Ntogen. CkopucTantecs
UMM Ta noBigoMTe crny0y NiATPMMKN Mepexi Npo Le.

B>xusaiTe piLUY‘-IMX LA, SKLLo BM CKOpUCTaNUCS BCiMa nepepa-
XOBaHMMW Nopagamu, ane atakm He NPUMUHATLCA — BApTO 3BEPHY-
TMCA 3 UMM NUTaHHAM o noniuil (toBeHanbHOI npeBeHLUii abo kibep-
noniuii) Homep rapsiyoi ninii — 0 800 505 170.




flkiwo auTUHA € Kibepbynepom

YcBigOMNEHHs TOro, WO Bawa AuTuHa moxe ByTn abo € kibepbyne-
powm, WwBuaLle 3a Bce, BUKNu4ye 6arato noyyTTiB. Bu moxeTte novysa-
TUCS CNYCTOLLUEHUMMU, 3NUMUN, 3OEHTEXXEHNUMMU, 3PALKEHUMMU, BUHHUMMU
abo BigyyBaTu iHWI emouii. Hamarantecss TpumaTtn CBOI peakuii Ta
noyyTTa Nig KOHTponem, wob nig Yac po3MOBU 3 ANTUHOK BU MO
30cepeanTncs Ha ii gisix, MoTueadii Ta notpebax, a He Ha CBOIX.

npo 3ansikyBaHHs B IHTep-
HeTi, | MoNpoCiTh 1T pO3NoBiCTN BaM yce, Lo BOHa 3pobuna.

ym
cnpob wenako «BupiwWNTU» Ue. NocTaBTe 3anuTaHHs, Wob aisHatu-
Csl, Ik AOBro TpmBae kibepOyniHr, imeHa nocTpaxaanux, imeHa 6yab-
SAKUX HWKWX NPUYETHUX ocib, Ta Ak ue BigdyBanocs. AKwo € aoka-
31 — TEKCTOBI NOBIAOMIIEHHS!, POTO, KOMEHTapi TOWO — HEXal Balla
OVUTUHA TX BaM MoKaxe.

Hemae BunpaegaHHa ans kibep-
OyniHry, ane gy>xe BaXxrMBO 3p0O3yMiTU, YOMY Balla AUTMHA Bupimnna
DiSITU TaKUM YMHOM, SIKi Npobrnemu Npmn3Benu 4o LUboro, — ix TakoX no-
TPiOGHO BUpIWNTK. YN Lue BOHA poBUTb, TOMY LLO HaJ HEl 3HYLIAETb-
Csl XTOCb iHWKUN? BOHa nepexmBae cTpec (po3nyyveHHsi, Nepeisg un
LLOCb iHWe, Wo noTpebye BupieHHN)? BoHa yaBnana, Wwo Le npocTo
«CMILLHO»?

MonpociTb ANTUHY BUAANUTU BCi NOBIOOM-
NEeHHs, 300paXkeHHs1, KOMEeHTapi YM Bigeo, sKi NoB’a3aHi 3 KibepOyniH-
rom. Cnig goknacTu 3Ha4yHUX 3ycunb, Wob BMaanuTn sikomora GinbLue
Takux martepianis.

Bubip BapiaHTiB HacnigkiB Mae BpaxoByBa-
TV BIK AMTUHW, 1T 3pinicTb, AOCBI4 Ta NnoTpebun kopuctyBaTuca IHTep-
HeToM. [MpunuHeHHs KiGepOyniHry € BaXKNMBMM KPOKOM, ane npouec
He 3aKiHYy€eTbCS, MOKM He BiabyaeTbCHa 3MiHa AYMOK Ta NOBESiHKM i He
Oyae BigWKogoOBaHO 30UTKN.



ViMOBipHi Hacnigku:

OutuHa ceBoiMmn gismu
7% nokasana, Wo He moxe OyTu BianoBiganbHOW B IHTep-
QL HeTi, ToMy 6aTbkn MalTb SONOMOITU 3400yTU HaBUYKK
0e3neYyHoi NoBeaiHKM B MEPEXi Ta CTaTu BignoBiganbHUM
KopucTyBayeM. 3anexHo Bifg BiKy BalOi AUTUHU TUM4a-
coBe briokyBaHHA abo 0OMexeHHsA AoCcTyny A0 [HTepHETY MOXe MaTn
CeHC. AKWo aAnsa aiten MonoALoro Biky obMexeHHsA goctyny € 6inbLu
MOXIMBUM, TO NS OiTeNn CTapLloro BiKy Le MOoXe cTtatn npobrnema-
TUYHUM (NIQNITKM MOXYTb 3HaWTM cnocobu Buntn B IHTepHeT 6e3
BaLWoro Harnsay). Tomy BapTo o6roBopuTU BCi 0OMEXEHHSA Ta BCTa-
HOBMTM MpaBuna, Hanpuknag, BCTAHOBUTM Ha ragpketrax (yHKUio
KOHTPOIO 3a CiMenHo Ge3nekoro, Lo MOXe BiACTEeXyBaTu BMICT
KiGepOyniHry 4m iHWi pM3nkn; oBMEXMTN Yac, Konu nignitok nepeby-
Ba€ B MepexXi, Ta BU3HAYNTN YMOBU, 3a KX MOXHa KOPUCTyBaTUCS
IHTepHeTOM (Hanpuknag, Balla NpPUCYTHICTb).

Y cutyauiax, konu ki6epby-
NiHr CYyNPOBOAXYETLCA 3ansKyBaHHAM Ta HaCUbCTBOM Y
odonaviHi, € 4OpeYHM OBMEXMTU KINbKiCTb Yacy, Ky au-
TWHa NPOBOAWTbL Ha Bynuui 6e3 BalLoi NPUCYTHOCTI. AKLLO
KibepOyniHr 34iicHIOBaBCS rpynoto AiTen, Mae CEHC Ha ae-
AKUA Yac OOMEXUTU CMINKyBaHHA MiXX yHaCcHMUKaMM rpynu.

3anexHo Bif BiKy ANTUHW O0-

b NMOMOXITb I AeTanbHilwe posibpatnca 3 asuLem Kibepoby-

j niHry, y skux popmax e Moxe npodaBnsaTuUcs, aki Hacnia-

KM OANa KpyMBOHMKA, NocTpaxdanux i cnoctepiradis. Ons

AiTen CTapLUoro BiKy Le Moxe OyTu aK OOCMiAXKEHHS, sike

ANTMHA MOXe NPOBECTU CaMOCTIHO Ta 06roBopuTU MOro
pesynsratv 3 Bamu.

BUBAY ] Baxnueo, wWwob antnHa Bmbadmnacsa nepen no-
CcTpaXganumMu. FAKLLO BOHM HE rOTOBI BUCyXaTn BUbayeH-
HS, KpaLLMM BapiaHTOM Moxe ByTu HanucaTtu 1oro.



LLlo6 ponoMortu auTuHi 3pobuTK
nepebyBaHHs B IHTepHeTi KOMbOPTHUM
Ta 6e3neyHnM, BapTo BU3HATM iCHYBaHHS
npobneM, He 3aMOBYYBATH 1X, BiKPUTO

CMinNKyBaTUCH Mpo Te, Lo MOXEe HEMOKOITH
B Mepexi, Ta Pa3oM 3HaXOAUTU LLSIAXU
BUPILLEHHS.
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s KOSKHOI AVUTUHY BceyKpaiHCbKUii FPOMaACbKUii LEHTP

BykneT po3pobneHo B Mexax NPOEKTY, Lo peanidyeTbcs BeceykpaiHCbKMM
rpomMaacbkMM LieHTpoM «BornoHTep» 3a niatpumkun lpegcraBHMUTBA
Outayoro oHgy OOH (KOHICE®) B YkpaiHi.

Lymkn, BucnosneHi B Nyonikadii, € no3uuieto aBTopiB i He 000B’sI3KOBO
Binobpaxatotb nornsaan FOHICE®.
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